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Need to rewrite URLSs for crawled resources
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However, JS rewrites can lead to fidelity issues

Archived copy
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However, JS rewrites can lead to fidelity issues

Live web page

Archived copy
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@ Uncaught TypeError: string.indexOf is not a function
at Wombat.startsWithOneOf (wombat.js:21:21211)
at Object.get (wombat.js:21:61588)
at readData (clientlib-base.min.js:2450:22)
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However, JS rewrites can lead to fidelity issues

Live web page Archived copy
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Goals of our project

- Detect fidelity violations when replaying page snapshots

- Focus only on fidelity violations caused due to rewriting

- We do not address incomplete/inaccurate recording
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Goals of our project

- Detect fidelity violations when replaying page snapshots

- Focus only on fidelity violations caused due to rewriting

- We do not address incomplete/inaccurate recording

- Diagnose erroneous rewrites which lead to fidelity issues
- Not trying to fix fidelity issues

- Once diagnosed, developers will need to identify necessary fixes
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Existing Quality Assurance in Web Archiving

Screenshots I3 B Text A # Resources & Replay A | The State of Weight
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B 113/114 Resources Loaded (Crawl)
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Screenshots Differ across Multiple Loads of Same Page

n

Watch Listen LiveTv Q [signin |

I I I N Bl Massachusetts

I I Institute of
Technology

Father’s Day gifts | Audio: Axe Files

“It's one more step in the healing process for me Explore websites, people, and locations
and my family. My son still goes to school there,

and he has to walk past that building where his

sister died."

Q What are you looking for?

Top resources for

_ prospective students _ current students
_ faculty & staff _ alumni
_ parents & families _ all resources

Featured topic

Sara Sidner returns to CNN after
double mastectomy

_ climate change 2
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Runtime Error # Fidelity Violation

Hard to analyze if an error will cause violations
by manually inspecting its stack trace

¥ Call Stack
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e.default
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Promise.then

instanceCreator
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createlnstances
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e.createlnitializerinjector
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Fidelity Violation # Runtime Error

Errors can be hard to detect

Semantic errors, no error messages

cccccccccccc
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Fidelity Violation # Runtime Error

Errors can be hard to detect

e Semantic errors, no error messages
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Fidelity Violation # Runtime Error

Errors can be hard to detect

Semantic errors, no error messages

cccccccccccc

ix [@ Elemen ts Console
D@ tpy @ V-404
>
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FidEx (Fidelity violation Exposer)
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FidEx (Fidelity violation Exposer)
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FidEx (Fidelity violation Exposer)
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FidEx (Fidelity violation Exposer)
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3. Pages with
Instrumented D jon = - ]
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server 2 Load
Archived
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4. Problematic
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Fidelity violation detection

—» Detection

3. Pages with
poor fidelity

e Detect fidelity violations accurately

o Collect better representations_for matching pages

o Collect representations at the right timing
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How a browser renders pages
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How a browser renders pages
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How a browser renders pages
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How a browser renders pages
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How a browser renders pages
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How a browser renders pages
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How a browser renders pages
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L
=
<
—
> O
<

Capturel
Paint }

[ Network ]——P[ JavaScript}

32

=

=]

=

D
_
Q
<
(@)
E_



How a browser renders pages
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Fidelity violation detection: Match layout tree
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and my family. My son still goes to school there,
and he has to walk past that building where his
sister died."

Sara Sidner returns to CNN after
double mastectomy
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_ climate change 2
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Fidelity violation detection: Match layout tree

Watch Listen Live TV '-‘:"\ Sign in | d IV- header S Mas-sa(:hl"lsetts
I I _:_nsti:tutie of
echnology

g

h' | Father's Day gifts | Audio: Axe Files d |V | | n kS

“It's one more step in the healing process for me Explore websites, people, and locations
and my family. My son still goes to school there,

and he has to walk past that building where his
sister died."

Q What are you looking for?

Watch the latest CNN Headlines div.news

Top resources for

_ prospective students _ current students
_ faculty & staff _ alumni

_ parents & families _ all resources

Featured topic

Sara Sidner returns to CNN after )
double mastectomy _climate change 7

div.news
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Fidelity violation detection: Match layout tree

double mastectomy

Watch Listen LiveTv Q Sign in | d IV- h e a d e r
h' | Father's Day gifts | Audio: Axe Files d |V | | n kS
video
"It's one more step in the healing process for me
and my family. My son still goes to school there,
and he has to walk past that building where his
sister died."
o # =%
4
Watch the latest CNN Headlines div.news
img
7:16
Sara Sidner returns to CNN after d iV news

I I I N Bl Massachusetts

I I Institute of
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Featured topic

_ climate change 2
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Fidelity violation detection:

Watch Listen LiveTv Q :Sign in | d iv- h ea d er

h' | Father's Day gifts | Audio: Axe Files d |V | | n kS
video
"It's one more step in the healing process for me
and my family. My son still goes to school there,
and he has to walk past that building where his
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o # =%
4
Watch the latest CNN Headlines div.news
img
7:16
Sara Sidner returns to CNN after i
double mastectomy d IV.News

Layout tree unchanged

Match layout tree
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Fidelity violation detection: Match JS writes

Watch Listen LiveTv Q [signin |
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and he has to walk past that building where his
sister died."

Sara Sidner returns to CNN after
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Fidelity violation detection: Match JS writes

Watch Listen LiveTv Q| sign in |

I I I N Bl Massachusetts

I I Institute of
Technology

g

n’ | Father's Day gifts | Audio: Axe Files

“It's one more step in the healin% process for me Explore websites, people, and locations
and my family. My son still goes to school there,
:i':t’e':.d?eﬁ o wal k past that building where his < S pa n >
-t o ” . ’)
{teXt} Q What are you looking for?
</span>

Top resources for

_ prospective students _ current students
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Fidelity violation detection: Match JS writes

Watch Listen LiveTv Q| sign in |

g

n’ | Father's Day gifts | Audio: Axe Files

"It's one more step in the healiu% process for me
and my family. My son still goes to school there,
and he has to walk past that building where his
sister died."

Sara Sidner returns to CNN after
double mastectomy

I I I N Bl Massachusetts

I I Institute of
Technology

Explore websites, people, and locations

<span>
{text}
</span>

Q What are you looking for?

for (var n = function(e) {
setTimeout (function() {

t.inputPlaceholder.textContent = t.searchTerm.substr(0, e)

}, t.attractLoopTypeRate * e)

}, r=1; r < this.searchTerm.length + 1; r += 1)

n(r)

Featured topic

_ climate change 2
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Fidelity violation detection: Match JS writes

Watch Listen LiveTv Q| sign in |

I I I N Bl Massachusetts

I I Institute of
Technology

g

n’ | Father's Day gifts | Audio: Axe Files

“It's one more step in the healiu% process for me Explore websites, people, and locations
and my family. My son still goes to school there,
and he has o wal k past that building where his
sister died. : < S pa n >
i ?
{text} Q What are you looking for?
</span>

for (var n = function(e) {
setTimeout (function() {
t.inputPlaceholder.textContent
}, t.attractLoopTypeRate * e)
}, r =1; r < this.searchTerm.length +

n(r)

Featured topic

Sara Sidner returns to CNN after
double mastectomy

_ climate change 2

% (anonymous)
setTimeout
n
value
value
value
(anonymous)
setinterval
(anonymous)
setTimeout
(anonymous)
setTimeout
value
t
(anonymous)
u
fireWith
r
(anonymous)
load
send

ajax
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Fidelity violation detection: Match JS writes

Watch Listen LiveTv Q| sign in |

I I I N Bl Massachusetts

I I Institute of
Technology

g

n’ | Father's Day gifts | Audio: Axe Files

“It's one more step in the healin% process for me Explore websites, people, and locations
and my family. My son still goes to school there,
:i':t’e':.d?eﬁ o wal k past that building where his < S pa n >
-t o ” . ’)
{teXt} Q What are you looking for?
</span>

for (var n = function(e) {
setTimeout (function() {
t.inputPlaceholder.textContent
}, t.attractLoopTypeRate * e)
}, r =1; r < this.searchTerm.length +

n(r)

Featured topic

Sara Sidner returns to CNN after
double mastectomy

_ climate change 2

Associated {JS writes} unchanged

% (anonymous)
setTimeout
n
value
value
value
(anonymous)
setinterval
(anonymous)
setTimeout
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setTimeout
value
t
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u
fireWith
r
(anonymous)
load
send

ajax
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Fidelity violation diagnosis

e Pinpoint causes of violations

o Discover errors not reported by browser

o ldentify if an error truly matters to fidelity

Y

Pinpointing ; 4. Problematic

rewrites
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Evaluation

e Datasets

o 80K pages sampled from top 1 million sites, 5 pages per site

o Pages sampled from End-of-Term and CARTA collections
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Evaluation

e Datasets

o 80K pages sampled from top 1 million sites, 5 pages per site

o Pages sampled from End-of-Term and CARTA collections

e Baselines for detecting fidelity violations
o Match screenshots, HTML extracted texts (Browsertrix's QA)

o Check if archive has extra errors

45



FidEx improves accuracy of detecting fidelity violations

FidEx Screenshots More Errors HTML Text Positive:
detected fidelity
Positive rate 15.5% 72.6% 43.7% 24.9% violation(s)

46



FidEx improves accuracy of detecting fidelity violations
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FidEx improves accuracy of detecting fidelity violations

FidEx Screenshots More Errors HTML Text Positive:
detected fidelity
Positive rate 15.5% 72.6% 43.7% 24.9% violation(s)

False positives / Positives
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FidEx improves accuracy of detecting fidelity violations

FidEx Screenshots More Errors HTML Text Positive:
detected fidelity
Positive rate 15.5% 72.6% 43.7% 24.9% violation(s)

False positives / Positives False negatives / Negatives
0.8 o1
0.7
0.6 0.08
0.5

ﬁ 0.06
0.4

46%

0.3 0.04
0.2
o y_ 0.02

FidEx Screenshot More ~ HTML ¢ FidEx Screenshot More  HTML 49
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FidEx improves accuracy of detecting fidelity violations

Positive rate

False positives / Positives

0.8
0.7

.0.6

FidEx

15.5%

0.5 ﬁ

0.4
0.3

IO.2 %

0.1 ——

FidEx Screenshot More

Errors

HTML
Text

More Errors HTML Text Positive:
detected fidelity
43.7% 24.9% violation(s)

False negatives / Negatives

Screenshots
72.6%
0.1
0.08
0.06
0.04
0.02

FidEx Screenshot More
Errors

HTML
Text

If classify every
page as
negative, false
negative rate
will be ~15%
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Fidelity Violations Detected by FidEx in EOT

Live web page

Archived copy

& Email Updates Q Federal Court Finder & Careers + News Search uscourts.gov Q

Listen to this page 9

« Judges & « Services « Court « Statistics

« Rules &
Judgeships & Forms Records & Reports

Policies

/ﬁ‘{ « About

Federal Courts

Video

Chapter 13 - Bankruptcy Basics

This chapter of the Bankruptcy Code provides for adjustment of
debts of an individual with reqular income. Chapter 13 allows a
debtor to keep property and pay debts over time, usually three to
five years

Background

A chapter 13 bankruptcy is also called a wage earner’s plan. It enables individuals with regular
income to develop a plan to repay all or part of their debts. Under this chapter, debtors
propose a repayment plan to make installments to creditors over three to five years. If the
debtor's current monthly income is less than the applicable state median, the plan will be for
three years unless the court approves a longer period "for cause” (1) If the debtor's current
monthly income is greater than the applicable state median, the plan generally must be for
five years. In no case may a plan provide for payments over a period longer than five years

11 U.S.C. § 1322(d). During this time the law forbids creditors from starting or continuing
collection efforts

Find information about bankruptcy
laws, including answers to some of the
most frequently asked questions
These videos will give you basic
information about the process, the
relief it offers, and how to find the legal
help you may need

Federal Court Finder

This chapter discusses six aspects of a chapter 13 proceeding: the advantages of choosing
chapter 13, the chapter 13 eligibility requirements, how a chapter 13 proceeding works,

makina tha nlan wnrk and the enarial chanter 12 diecharna
— — — — —

& Email Updates Q Federal Court Finder & Careers & News

Statistics
& Reports

About « Judges & « Services

Federal Courts Judgeships & Forms

Search uscourts.gov

Rules &
Policies

a ’

Video

Chapter 13 - Bankruptcy Basics

This chapter of the Bankruptcy Code provides for adjustment of
debts of an individual with regular income. Chapter 13 allows a
debtor to keep property and pay debts over time, usually three to
five years

Background

z.
"m | Bankruptcy B.. i

Find information about bankruptcy

laws, including answers to some of the

A chapter 13 bankruptcy is also called a wage earner’s plan. It enables individuals with regular
income to develop a plan to repay all or part of their debts. Under this chapter, debtors
propose a repayment plan to make installments to creditors over three to five years. If the
debtor's current monthly income is less than the applicable state median, the plan will be for
three years unless the court approves a longer period "for cause.” (1) If the debtor's current
monthly income is greater than the applicable state median, the plan generally must be for
five years. In no case may a plan provide for payments over a period longer than five years.

11 U.S.C. § 1322(d). During this time the law forbids creditors from starting or continuing
collection efforts.

help you may need

This chapter discusses six aspects of a chapter 13 proceeding: the advantages of choosing
chapter 13, the chapter 13 eligibility requirements, how a chapter 13 proceeding works,

makina the nlan wark and the enacial chantar 12 diccharno
— — - —

most frequently asked questions
These videos will give you basic
information about the process, the
relief it offers, and how to find the legal
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CARTA

rchived copy

ropos @ Programmation ¥ Ateliers

Membres ¥ Services % Archives ¢ English

Ada X est un centre d’artistes féministe
bilingue engagé dans'exploration, la

En cours

Archive

création et la réflexion critique en arts 17 janvier 2025

meédiatiques et en culture numeérique. Il (telier)

soutient la production et la diffusion du
travail d’artistes femmes, trans, non-binaires
et queer. Souhaitant démystifier, donner
acces, outiller, questionner et créer, le centre
participe activement au développement
d’une démocratie numeérique. Ada X propose
des résidences, ateliers, dis
expositions,
activités éducatives. Fondé en 1996, le Studio
XX devient Ada X en 2020.

Mapping vidéo : intégration vidéographique a
l'espace 3D

Avec Allison Moore Vendred 17 janvier de 18h-21h, samedi 18 et dimanche
19 janvier 2025 12h a 18h (15h au total) 1358 (taxes incluses) * 10

participant-es maximum Atelier donné par une instructrice bilingue Chez
Ada X Cette formation pratique vous initiera aux techniques de.

12 novembre 2024

(résidence)

10 novembre 2024

(activité éducative)

Festival NUM: Contes animés

Festival NUM Atelier: Contes animés 10 novembre 2024 entre 10h et 17h
Bibliothéque Multiculturelle, 1535 boulevard Chomedey, Laval (Québec) H7V
3R2 > Gratuit et ouvert a toute's ________ Dans le contexte du Festival
NUM organisé par les Bibliothéques de Laval, Ada.

9 novembre 2024

(activité éducative)

.
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Summary

e Bugs in JS rewrites — Poor fidelity replay of archived pages
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Summary

Bugs in JS rewrites — Poor fidelity replay of archived pages

Detection

Screenshot comparison
leads to false positives
Instead, compare layout

tree and JS writes
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Summary

Bugs in JS rewrites — Poor fidelity replay of archived pages

Detection

Diagnosis

Screenshot comparison
leads to false positives
Instead, compare layout

tree and JS writes

Discover errors not
reported by browser
Confirm which errors

are worth investigating
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